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Problem Statement:

John is a newbie to the cloud computing domain; he is exploring AWS and is comfortable with creating
most of the AWS services. However, he struggles in creating a Virtual Private Cloud (VPC) using the
console in the AWS platform. He would need you to assist him in creating a Virtual Private Cloud. While
creating a VPC make sure that you:

¢ Create an Amazon VPC using the VPC wizard, and it should be displayed on the dashboard

e Associate an Elastic IP address with it

¢ Explore various resources of VPC such as Internet Gateway, NAT Gateway, Subnets, Security Groups
e Launch a NAT Gateway so that internet access is provided to private resources

e Introduce a Public subnet for resources facing the internet such as a web server and a Private subnet for
resources at the back end such as database server

¢ Define security groups with appropriate inbound rules

¢ Ensure proper routes and corresponding Route tables entries specifying the traffic moving out of the
subnet

e Make use of Network ACLs for controlling inbound and outbound traffic in the VPC
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Solution Steps:

Step 1: Login to the AWS Management Console and navigate to VPC from the Services Menu.

@ AWs Management Console X+

&« C @ console.awsamazon.com,

Services ~

AWS services

Find Services

QL

@ VPC

% cdoudo

¥ All services

Compute
ECZ
Lightsail [4
Lambda
Batch

You can enter names, key

Elastic Beanstalk

Serverless Application Repository
AWS Outposts

EC2 Image Builder

console/home?region=us-east-1

Resource Groups

AWS Management Console

¥ Recently visited services

D 1am

@ Lambda

e Blockchain ) Security, Identity, &
Compliance

1AM

Amazon Managed Blockchain

& Satellite

Cognita
Ground Station

Secrets Manager
GuardDuty
Inspector

Amazon Macie

AWS Sinale Sian-On

& Quantum Technologies
Amazon Braket E

Resource Access Manager

Stay connected to your AWS
resources on-the-go

Explore AWS

Download the AWS Console Mobile App
ta your i0S or Android mobile device.
Learn more [

Amazon EFS for Containers

Simplify file storage for modern applications,
securely persist and share data with zero
management required. Learn more [2

AWS DeepRacer League

Learn the basics of machine learning in a 30
virtual racing simulator. Learn more [

RDS Multi-AZ

Enable Multi-AZ deployments on your database

Step 2: First, we will create a static IP address i.e. the Elastic IP Address.
On the left navigation menu click Elastic Ips.

nsole X+

Services

VPC Dashboard

Filter by VPC
Q selecta VP

v VIRTUAL PRIVATE
CcLouD

Your VPCs
Subnets

Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs

Managed Prefix

& console.aws.amazon.com/vpc

Resource Groups ~

Launch EC2 Instances

Note: Your Instances will launch in the US East (N. Virginia) region.

Resources by Region G Refresh Resources

You are using the following Amazon VPC resources

VPCs 1 NAT Gate
all regions Seeal
Subnets 6 VPC Peering Connections
See all regions See all region
Route Tables 1 Network ACLs
ekl regine Seeal
Internet 1 Security Groups

eall See all

gions

N. Virginia ~  Support

Service Health

Current Status Details

© Amazon EC2 - US East (N. Virginia) Service is operating normally

View complete service health details

Additional Information

VPC Documentation
All VPC Resources
Forums

Report an Issue

Transit Gateway Network Manager

Network Manager enables centrally manage your global network across AWS
and on-premises. Learn more

Lists
Egress-only Internet Gateways 0 Customer Gateways Get started with Network Manager
Endpoints e okl )
Endpoint Services
NAF Gat Site-to-Site VPN Connections
NAT Gateways DHCP options sets 1 Virtual Private Gate
Peering Connections S el Amazon VPC enables you to use your own isolated resources within the AWS
¥ SECUR cloud, and then connect those resources directly to your own datacenter using
Flastic 1P a e — industry-standard encrypted IPsec VPN connections.

Step 3: Next ,we click on Allocate Elastic IP address and then click Allocate on the next page.
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Elastic IP addresses | VPC Manac X 4 o X

Services Resource Groups Virginia ¥  Support ¥

@ New VPC Experience

VPC Elastic IP adc

VPC Dashboard
Elastic IP addresses C ‘ Actions ¥ Allocate Elastic IP address
Filter by VPC:

Q Selecta VPC Q 1 @

VIRTUAL PRIVATE

v CLOUD Name Public IPv4 address v Allocation ID v Associated instance ID v Private IP address v

Your VPCs
No Elastic IP addresses found in this Region
Subnets
Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs

Managed Prefix
Lists

Endpoints
Endpoint Services
NAT Gateways E = 3

Peering Connections

¥ SECURITY
Network ACLs S

Services + esource Groups 3057-0396-7

VPC Elastic IP addresses Allocate Elastic IP address

Allocate Elastic IP address

Allocate an Elastic IP address by selecting the public IPv4 address pool from which the public IP address is to be allocated. You
can have one Elastic IP (EIP) address associated with a running instance at no charge. If you associate additional EIPs with that
instance, you will be charged for each additional EIP associated with that instance on a pro rata basis. Additional EIPs are only
available in Amazon VPC. To ensure efficient use of Elastic IP addresses, we impose a small hourly charge when these IP
addresses are not associated with a running instance or when they are associated with a stopped instance or unattached
network interface. Learn more[5

Elastic IP address settings

Public IPv4 address pool

Publ dre:

Learn more[3

Learn more[2
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Step 4: An Elastic IP address will be assigned and is ready to use.

<« C @ consoleaws.amazon.com/vpc/home?region=us-east-1#Add

Services Resource Groups ~ *

N. Virginia v Support ¥

@ New VPC Experience @© Elastic IP address allocated. Associate this Elastic IP address X

Elastic IP address 34.232.84.91

VPC Dashboard
Filter by VPC: VPC Elastic IP addresses

Q Select a VP b

Elastic IP addresses (1/1) (&) Actions ¥
VIRTUAL PRIVATE
cLouD

Q 1
Your VPCs 4

Subnets Public IPv4 address: 34.232.8491 X Clear filters

v

Route Tables
Name v Public IPv4 address v Allocation ID v Associated instance ID ¥ Private IP address v
Internet Gateways

Egress Only Internet B 34.232.84.91 eipalloc-0b4fb1c21290e96¢ch
Gateways

DHCP Options Sets
Elastic IPs

Managed Prefix
Lists
Endpoints
Endpoint Services
NAT Gateways
Peering Connections
34.232.84.91
¥ SECURITY

Network ACLs Summary Tags y

Step 5: Once done, we go back to the VPC page and click on the Launch VPC Wizard to create a
VPC.

VPC Management Console X 4 o

< C @& consoleawsamazon.com/vpc/home?region=us-east-1# * © » §

Services Resource Groups ~

© Mew Ve Experte [ Launch vec wizara [ [JEREYECY - Service Health

Note: Your Instances will launch in the US East (N. Virginia) region.
VPC Dashboard

X ;. Current Status Details
Filter by VPC: Resources by Region € Refresh Resources
Q Selecta VPG < © Amazon EC2 - US East (N. Virginia) Service is operating normally
You are using the following Amazon VPC resources View complete service health details
v VIRTUAL PRIVATE

cLOUD VPCs 2 NAT Gateways 1

Your VPCs See all region see all region Additional Information

Subnets
% ; o ; » o  VPCDocumentation

N ubnets eering Connections

Route Tables i T All VPC Resources

Internet Gateways Forums

Egress Only Internet st TakNeS : R , Reportanissue

Gateways See all region: See all region

DHER Qptions Sets Transit Gateway Network Manager

Elastic IPs Internet Gateways 1 Security Groups 2
SHEAl TR cauall repions Network Manager enables centrally manage your global network across AWS

Managed Prefix and on-premises. Learn more

Lists
Egress-only Internet Gateways 0 Customer Gate 0 Get started with Network Manager

Endpoints See all region all regic

Endpoint Services

; Site-to-Site VPN Connections

NAT Gateways DHCP options sets 1 Virtual Private Gateways 0

Peering Connections ee:alf segton Sea it seglons Amazon VPC enables you to use your own isolated resources within the AWS

Ao cloud, and then connect those resources directly to your own datacenter using

Elastic IPs 1 Site-to-Site VPN Connections 0 industry-standard encrypted IPsec VPN connections.

Network ACLs y

Feedback (J English (US) ’ vate Lt stes. A i  Privacy Policy ~ Terms

Step 6: From the list of given options, we select VPC with Public and Private Subnets and
proceed.
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VPC Management Console x o+ o

Services ~  Resource Groups ~ %
Step 1: Select a VPC Configuration

VPC with a Single Public

In addition to cantaining a public subnet, this configuration adds a private
Subnet aap 9 o

subnet whose instances are not addressable from the Intemet. Instances in INMSIBSSJNS
the private subnet can establish outbound connections to the Interet via Dynegest

. SGS, otc
VPC with Public and the public subnet using Network Address Translation (NAT).
Private Subnets

Creates:

VPC with Public and A/18 network with two /24 subnets. Public
Private Subnets and to access the Intemet. Private subnet i

s access the Intermet via Publc Subnet Private Subnet |
Hardware VPN Access Network Address Translation (NAT). (Hourly charges for NAT devices
o ®
VPC with a Private Subnet m J

Only and Hardware VPN
Access

ubnet instances use Elastic IPs Amazon Virtual Private Cloud

Cancel and Exit

Feedback (@ English (US)

Step 7: On the next step, we fill in the relevant details such as VPC name, Public subnet IPv4 CIDR
and its Availability Zone and Private subnet IPv4 CIDR and its Availability zone, Elastic IP address
that we created in the earlier steps etc. and click on Create VPC.

€ C @ consoleawsamazoncom/vpc/home?region=us-

IpagePublicAndPrivate: a % & » ‘

aws Services ~  Resource Groups v

Step 2: VPC with Public and Private Subnets

IPv4 CIDR block:” | 10.0.0. 016 (65531 IP addresses avallable

IPV6 CIDR block: ® No IPv6 CIDR Block
A n p ed IPvG CIDR block
1Pv8 CIDR block owned by me

VPC name: ab VPC
Public subnet's IPv4 CIDR:* | 10025024 (251 P addresses available)

Availability Zone:"  us-easl-1a -
Public subnet name: = Public subnet

Private subnet's IPv4 CIDR:" | 10050 024 (251 IP addresses available)

Availability Zone:" s-east-1a v

Private subnet name: Private subnet

You can add mere subnets after AWS creales the VPG,

Specify the details of your NAT ¢

(NAT gal
Elastic IP Allocation ID:* | eipalioc-0bdfb 1c21200e96ch

oly ) Use a NA

service endpoints
Add Endpoint

Enable DNS hostnames:” ® Yos O No

Hardware tenancy:”  Defaut

SR ... - |

@ Feedback (@ English (US)

Step 8: A status windows is displayed that shows the current progress of creation of required
resources.
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¢« > C @ consoleaws P 2regi 1#wizardFullpagePublicAndPrivate: ax ©»Q

AT%
Waiting for NAT Gateway status to become
available (This may take a few minutes) "

Step 9: Once done we get a VPC Successfully created message and the VPC is created in AWS.

§i# VPCManagement Console x  + - o X

&€ > C @ consol pe/h i -east-HwizardSuccess: % @ » §

Services ~ Resource Groups ~
VPC Successfully Created

Your VPC has been successfully created.
VPC Dashboard new = You can launch instances into the subnets of your VPC. For more information, see Launching an Instance into Your Subnet.

Filter by VPC: m
4

Q selecta VPC

@ New VPC Experience

Tell us what you think

 VIRTUAL PRIVATE
LOUD
Your VPCs
Subnets
Route Tables
Internet Gateways new

Egress Only Internet
Gateways new

DHCP Options Sets new
Elastic IPs new

Managed Prefix
Lists new

Endpoints

Endpoint Services
NAT Gateways
Peering Connections

¥ SECURITY
Network ACLs

@ Feedback (@ English (US)

e We can verify that from the VPC Dashboard that lists the VPC details and has a VPC ID
which we can note for future references.
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vpcs | VPC Management Console X + =] X
Services v Resource Groups v L Sed37 7. ¥ N. virginia ~ Support v
O ne v
Create VPC Actions o Iy 9
VPC Dashboard ), Filter by tags and attnbutes or search by keywor 1to10f1
1(;‘”"\‘\.*\ R ‘ [} Name VPCID - State IPv4 CIDR IPvé CIDR DHCP options set Main Route table Main Network ACL Tena
Select a VF
a Lab VPC vpc-0ad78bd2665e1288b 1000016 Jopt-0d40fe 77 b-08590135522dd3900 acl-096e637941cdad93b defa
.
VIRTUAL PRIVATE
cLoun
Your VPCs
Subnets
Table
VPC: vpc-0ad78bd2865¢1288b _N_J=|
Description SIDR Blocks Flow Logs Tags
Peering Connections - 512880 Temancy  default
v State v Default VPC N
SECURITY IPv4CIDR 10 Classic link
Network ACLs IPv6 CIDR 1P¥6 Pool
) DNS resolution  Enabled Network ACL 2 1cdad!
Security Groups DNS hostnames [ nabled DHCP options set ac
v - ClassicLink DNS Support  Disabled Route table -
Step 10: Select the VPC created and click on the Internet Gateways on the left navigation pane.
We will see that an internet gateway is attached to the VPC which will allows the VPC to
connect to the internet.
| VPC Management Console X | 4 o
« C @ console.awsamazon.com/vpc/home?r ast-1#igws a v @ » §
Services ~  Resource Groups ~ 0 Secf37f3t . ¥ N.Virginla ~  Support ~
VPC Dashboard
I Internet gateways (1/1) wio G | [ cions v
Q Selecta VPG ‘ Q 1 @
.
VIRTUAL PRIVATE Name Internet gateway ID v State v VPCID Owner
cLoun
VPCs - igw-0237fd7ccdd856be 1 @f.n:( hed vpc-0ad78bd2865e1288b | Lab VPC 305703967178
Subnets
ite Tables
Internet
Ga 5 EE
JHCP Options igw-0237fd7ccddB856bel
— Details Tags
Managed Prefix
| Details
ndpe
P igw-0237fd7ccdd8S6be @,\T'mhu: vpc-0ad78bd2865e1288b | Lab VPC P 305703967178
v
SECURITY
Netwo:
Securi

Sroups
Feedback (@ English (US)

Step 11: Next, click on the Subnets on the left navigation pane.
We will notice that a Public Subnet and the Private Subnets are created for our VPC . It has a VPC
ID which we can match with the VPC ID that we noted earlier for verification.
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et x b

< c @ consoleaws.amazon.com/vpc/home?reqg

Services v  Resource Groups v

8

DHCP Options

Filter by VPC
p Name Subnet ID
Private sub subnet-00!
v
Public subnet  subnet-Odddé!
VIRTUAL PRIVATE
cLoun
Your VPCs

51cabeBess

42734490

IPv4 CIDR Available IPv4 - IPv6 CIDR

10.0.50.0724

Availability Zone -

o & 0
1t020f2
Availability Zone ID -~ Route

uset-az1 tb-08¢

usel-azt 1tb-0fc

_B_R=!

Step 12: We can now explore Public Subnet by selecting it and navigating through the below

tabs.
The details include
o Description
e Flow Logs
¢ Route Table
e Network ACL
e Tags

Subnet: Management Cor X +

< C @& consoleaws.amazon.com/vpc/hor

Services v

Resource Groups v

DHCP Options
Sets i
Subnet: subnet-Oddd68726427 3dda

Elastic IPs
Managed Prefix Description Flow Logs
Lists

Subnet 1D
Endpoin|

vPC

Available IPv4 Addresses

Availability Zone

Network ACL

Peering Connections .
Aute-assign publie IPvd
v address
SECURITY Customer-swned IPv4 poel

Network ACLs Outpost 10

beBedB

© new Vi Experience p— L,
Tell s what you think
VPC Dashboard Q Filter by tags and attribut A1Ch by Keyw
Fiter by VPC
. Name - Subnet ID
Q Selecta V
Private sub subnet-00923e351
v
@  Publicsubnet  subnet-Oddd687264273d90
VIRTUAL PRIVATE
cLoun
Your VPCs
Subnets

Route Table

63726-

Network ACL

Tags

IPv4 CIDR Available IPv4 - IPv6 CIDR
.
10025 0/24 250
Sharing
State  available
IPVACIDR 1
IPv6 CIDR
Route Table

Default subnet

Auto-assign customer-owned
1Pv4 address

Auto-assign IPv6 address  No
Cwner

Availability Zone

us-east-1a

us-sast-1a

o e e

1t020f2

Availability Zone ID - Route
sel-azl rtb-08¢

usel-azl rib-0fc

LN N=]

Step 13: On the Route table, we can see destination and find that an internet gateway is

attached to the subnet.
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Mcor X | F

€ C @ consoleawsamazon.com/vpg

Services v Resource Groups

@ New VPC Experience m —
e Ve Dnerte Actions o ¢ @

VPC Dashboard QQ Fitter by tags and attributes or 1to20f2
Filter by VP!
s % Name Subnet ID - State - VPC IPv4 CIDR Available IPvd - IPv6 CIDR Availability Zone - Availability Zone ID - Route
Q Se 1
Prvate sub 6t-00923e351cabe8ess vpe 10050024 251 us-east-1a 1set-az1 tb-08
v
@ Publicsubnet  subnet-0ddd687264273d90 P 10.025.0/24 250 us-east-1a uset-azl
VIRTUAL PRIVATE
cLoup
Your VPCs
Subnets »
Route Tables Subnet: subnet-0ddd687264273dd90 T 1=1=]
Internet Gat
Description Flow Logs Route Table Network ACL Tags Sharing
E nternet
Edit route table association
ti
Route Table: rtb 0c458
Elastic IP 1t020f2
Managed Prefix T
Destination Target
Lists

1000016 ocal

02371d7ccdd8s6be

)0.0.0/0

SECURITY

Network ACLs

ity Groups

Step 14: On the Network ACL, we can check the security layer that controls the traffic flowing in
and out of the subnet.

et TVPC MamsgementCom X -
<« c ?region=us-east- 1#subnets:sor Qa v @ » @
Services v  Resource Groups v % [l Sed37f3bSfeb @ 3057-0396-7.. ~  N.Virginia v Support ¥
ence Sone. ¥
VPC Dashboard - QF y E tributes y key 1t020f2
Filte C
) Name - SubnetiD - IPV4CIDR - Available IPv4 -  IPv6 CIDR Availability Zone - Availability Zone ID - Route]
Q selectaV
vate sub subnet-00923e351cabedest /24 251 - us-east-1a 1sel- i
v
[ ] Public subnet subnet-0ddd687264273dd90 100250724 250 us-east-1a usel-azi rtb-Of
VIRTUAL PRIVATE
cLoun
Your VPCs
»
Description Flow Logs Route Table Network ACL Tags Sharing b
Edit network ACL association
Network ACL: acl-096e637941
DHCP Options Inbound rules
Sets
Elastic IPs 1t020f2
aged Prefix Rule # Type Protocol Port Range / ICMP Type Source Allow / Deny
100 ALL Tral Al ALL 00000 ALLOW
ALL Traff ALL ALL 00000 JENY
Outbound rules
i nnections
v 1to20f2
SECURITY
Nk R Rule # Type Protocol Port Range / ICMP Type Destination Allow / Deny
Security Groups 100 ALL Traff ALL ALL 0.00.00 ALLOV
v ALL Traff Al ALl 00000 JENY -
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Step 15: On the Tags tab, we can check the tag name that we assign to the subnet.

tabs.

Subnet: jementCon X 4 a
€ C @ consoleaws.amazon.com/vpe/homeregion=us-east-T#subnels:ort ax @ 4§
Services ~  Resource Groups v
© cm. \‘“tT LA\,‘Tv‘w‘_'\.. PR Actions v o % ®
VPC Dashboard Q, Filter by tags and attributes or search by 1to20f2
L(;I byVPe 3 Name Subnet ID - State VPC IPv4 CIDR Available IPvd4 IPv6 CIDR Availability Zone Availability Zone ID - Route
Private sub subnet-00923e351cabeBe88 a 10.0.50 0/24 251 st-1a usel-az1 rb-08!
M @  Public subnet subnet-0ddd687264273dd90 available 10.0.25.0/24 250 us-east-1a usei.-azl rib-Ofc
VIRTUAL PRIVATE
cLouUD
Your VPCs
Subnets »
Subnet: subnet-Oddd68 726427 3dd90 I i-1=]
Description Flow Logs Route Table Network ACL Tags Sharing
DHCP Options Add/Edit Tags
Sels
Elastic IPs Key Value
Managed Prefix Name Public subnet Hide Column
Lists
Endpoint Services
NAT Gateways
Peering Connections
.
SECURILTY
Step 16: We can now explore Private Subnet by selecting it and navigating through the below
The details include
.
Description
Flow Logs
Route Table
Network ACL
Tags
bnets | VPC Management X+ o
e C @ consoleawsamazoncom/vpc/home?region=us-east-1#subnetssort=Subnetid Q& @ »§

Services v  Resource Groups v

L 5ec3713b5f6b €

e ions ¥
VPC Dashboard Q Filte tag 1 attributes ¢ keywor 1to20f2
Filter by VPC
p Name Subnet ID + State VPC IPv4 CIDR Available IPv4 - IPv6 CIDR Availability Zone - Availability Zone ID - Route|
Q Select a VPC
@  Privale sub. subnel-00923e351cabe8eds vpc-Oad 10.0.50.0/24 251 us-easl-1a usel-azi
v
Public subnet  subnet-0ddd687264273cd90 available  vpc 10025024 250 us-east-1a usel-azl
VIRTUAL PRIVATE
CLoup
Your VPCs
Subnets
Route Tables
et
DHCP Options >
Sets e -
Subnet: subnet-00823e351cabeBess _J_J=]
Elastic IPs
Managed Prefix Description Flow Logs Route Table Network ACL Tags Sharing
Lists
SubnetID  subnet-00923 State
VPC v IPVACIDR 10
Available IPvd Addresses 2 1Pv6 CIDR
Availability Zone Route Table  rb-08530735522dd36b0
Network ACL Default subnet  No
Auto-assign public IPvd  No Auto-assign customer-owned  No
v address 1Pvd address
SECURITY Customer-owned IPvd pool Auto-assign IPv6 address  No
Network ACLs Qutpest ID Qwmer
Security Groups
v

N.Virginia ¥ Support ¥
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Step 17: On the Route table tab, we can find the route table entry and see destination and target
attached with the same.

b VPC x + = a
<« c & console.aws.amazon.com/vpc/home?res 1#s1L
Services v  Resource Groups v
@ New VPC Experience m
- . - Actions v 0 & e
VPC Dashboard Q s and ai ! h by 1to20f2
Filter by VPC . » .
Q ‘ Name Subnet ID ~ State VPC 1Pv4 CIDR Available IPv4 IPv6 CIDR Availability Zone -  Availability Zone ID - Route
@  Private sub Subnet-00923e351cabeBe8s 10.0 50 0/24 251 us-east-1a usel-azl b-08!
v
Public subnet subnet-0dddB87264273dd90 1002 24 250 - is-east-1a uset-azl rib-0fc
VIRTUAL PRIVATE
CLOUD
Your VPCs
Subnets »
e Tables Subnet: subnet-009236351cabeBets _N-N=]
Description Flow Logs Route Table Network ACL Tags Sharing
Edit route table association
Route Table: rtb-0859013552 2dd39b4
1to20f2
Destination Target
1000016 cal
) 0.0 0/ nat )f442552623992¢
:
SECURITY
Network ACL
Security Groups
Step 18: On the Network ACL, we can check the security layer that controls the traffic flowing in
Subnet agement Cor X 4 a
€ C @ consoleawsamazon.com/vpe/home?region=us-east-T#subnels:sort=5u ax @ 4§
Services v  Resource Groups -
D New \VPC Experience m v
Tel us what you think Actions L
VPC Dashboard 2 and attributes o n 1to20f2
Filter by VPC
o B Name Subnet ID + State VPC 1Pv4 CIDR Available IPv4 1Pv6 CIDR Availability Zone Availability Zone ID - Route
@ Private sub subnet-00923e351cabeBets avallable vpc 10.0.50.024 251 us-east-1a uset-azi rib-08!
.
Public subnet  subnet-Oddd687264273dd90 available vpC- 10.0.25 024 250 us-east-1a usel-azl rib-Ofc
VIRTUAL PRIVATE
cLoun
Your VPCs
Subnets »
Route Tables Description Flow Logs Route Table Network ACL Tags Sharing -
Internet
Edit network ACL association
Network ACL: acl 941cdadddb
DHCP Options Inbound rules
Sets
1to20f2
Rule # Type Protocol Port Range / ICMP Type Source Allow / Deny
100 ALL Traffic ALL Al ALLOW
Endpoints
ALL Traffic ALL Al ) DENY
Outbound rules
v 1to20f2
SECURITY
Network ACLS Rule # Type Protocol Port Range / ICMP Type Destination Allow / Deny
Security Groups 100 ALL Traffic ALL ALL ALLOW
v ALL Traffic ALL ALL DENY -

On the Tags tab, we can check the

tag name that we assign to the subnet.
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Services Resource Groups v [ Sei 7. ¥ N. virginia ~ ‘Support v
Ol g oo e
VPC Dashboard Q, Filter by tags and atinbutes or search by keyword 1t020f2
'C;.'U\”‘/ ‘ Name Subnet ID -~ State VPC IPv4 CIDR Available IPv4 IPvé CIDR Availability Zone Availability Zone 1D Route
a Privale sub. subnet-00923¢351cabeBe8s 10.0 50 0724 51 us-gasl-1a uset-azi b-08!
M Public subnet subnetl-0dddB87264273dd90 10.0.25 024 250 us-east-1a usel-az1 rtb-0fc
VIRTUAL PRIVATE
cLoun
Your VPCs
Subnets
Subnet: subnet-00923e351cabaliet8 [_R-Q=!
Description Flow Logs Route Table Network ACL Tags Sharing
DHCP Options Add/Edit Tags
Set
Key Value
Name Private subnel fide Colum
Endpoints
NAT Gateways
Peering Connections
v
SECURITY
Netwol \C
Step 19: Next , click on the NAT Gateways on the left navigation pane and check the status is
available.lt allows resources in the private subnet to connect to the internet.
NAT Gateways | VPC Manageme: X | 4 = o X
< C @ consoleawsamazon.com/vpc/homeZregion=us-east-1#NatGateways:state=available:sort =natGatewayld a v © @
<cabet Services Resource Groups v * ,g Sedf37f3b5feb @ 3057-0396-7. -
o e A Actors © )
VPC Dashboard )| Status available Add fite 1to1of1
\C{'!v‘/l ) < [ ] Name ~ NATGateway ID - Status - Status Message Elastic IP Address - Private IP Address- Network Interface - VPC Subnet Created
elect a
[ } nat-029144255262 availab 34 232 84.91 10.0.25.133 eni-0e30796b0e9. vpc-0ad78bd2865. subnet-0ddd6872 July 11, 202
v
VIRTUAL PRIVATE
CcLoup
i\

NAT Gateway: nat-029{4425526239926 [_ BN =]
NAI t
.y Detalls Monitoring Tags
eeri on:
v NAT Gateway ID  nat 020/4425526239926 Status  available
Status Message Elastic IP Address

SECURITY
Network ACLs

Private IP Address 1 Network Interface ID
VPC  vpc-0ad78bd2865e1288b | Lab VP( Subnet  subnet-0ddd687264273dd90 | Public subne

Security Groups Created  July 11,2020 at 24218 PM UTC+5 3 Deleted

Step 20: Finally, we verify the security group , by clicking on the Security Groups in the left
navigation pane. We can check the Security group ID and the associated VPC ID, it matches with
the VPC created.
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/PC Management Console x o+ a
« C @& consoleawsamazon.com 27region=us-e ty Qanw ©»@§
Services v Resource Groups v
i Security Groups (1/1) Info C Actions ¥
‘ Q 1 @
Gateways Name v Security group 1D v Security group name ¥ VPCID v Description v Owner v Inbou
:‘rf Options 4af66123d9bft default vpc-0ad78bd286501288b default VPC security gr 305703967178 1Pem
;
Elast Ps
s B EE
5g-04ec4af66123d9bfb - default -
B Details Inbound rules Outbound rules Tags
SECURITY
Network ACL
Details
.
x:'}w&l": (VPN) (9 default (9 sg-04ecdaf66123d9bfb (9 default VPC security group o] ad78bd2865¢1288b
t Owne Inbound rules count Outbound rules count
(9 305703967178 1 Permission entry 1 Permission entry
VPN
@ Feedback @ English Privacy Pocy T
¢ Next we check the Inbound rules and Outbound rules in the below tabs to check the
incoming and outgoing traffic to the provisioned resources.
Console X + o
€ C @ consoleaws.amazon.com/vpe on=us-easl a x © » §

Services v  Resource Groups ~ % [ ¢ N. Virginia ¥ Support ¥

VPC Security Groups

subnets Security Groups (1/1) info C Actions ¥ Create security group

‘ Q 1 @

nternet Gat

gress Only Internet
Gateways Name v Security group ID v Security group name v VPCID v Description v Owner v Inbou
DHCP Options 2 396
Sets sg-Ddec d9bfb default d78bd2865e1288b default VPC security gr.. 305703967178 1 Perm
Elastic IPs »
Managed Prefix
sts
Endpoints
Se HEE
eways sg-04ec4af66123d9bfb - default
Peering Conne
v Details Inbound rules Outbound rules Tags
SECURITY
Network ACLs

Inbound rules Edit inbound rules
Security Groups

v

Type Protocol Port range Source Description - optional
VIRTUAL PRIVATE
NETWORK (VPN)

Al traffic All All 59-04ecdat66123d9bfh (default)

Customer Gat,
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e By default, the security group, permits all traffic to the resources, which can be edited as
required from the edit option.

x 4+

< C @& consoleaws.amazon.com/vpc/home?region=us-east-1#SecurityGroups aQa &« =

Services v  Resource Groups v L\ secf37iabsfeb @ 3057-0396-7.. *  N.\Virginia ¥

Security Groups (1/1) info c Actions ¥
Q 1 @
Name Security group ID Security group name ¥ VPCID Description Owner Inbou
sg-0decdafe6125dobfb default vpc-0ad78bd2865e12880 default VPC security gr. 305703967178 1Pern
E = ®
5g-0decdaf66123d9bfb - default
Pe
v Details Inbound rules Outbound rules Tags
SECURITY
Network ACLs
. e Outbound rules Edit outbound rules
ecurity Groups
v
Type Pratocol Port range Destination Description - optional
VIRTUAL PRIVATE
NETWORK (VPN)
All traffic All All 0.00.0/0

@ Feedback (@ English (US) AMazon Intemel Services Private Lic s amikates. All Figts res Privacy Policy  Tenms of

Evaluation Criteria:

Total Marks: — 100 Marks

Distribution:

¢ Create an Amazon VPC using the VPC wizard, and it should be displayed on the dashboard — 20 Marks
e Associate an Elastic IP address with it — 20 Marks

e Explore various resources of VPC such as Internet Gateway, NAT Gateway, Subnets, Security Groups —
10 Marks

¢ Launch a NAT Gateway so that internet access is provided to private resources — 10 Marks

e Introduce a Public subnet for resources facing the internet such as a web server and a Private subnet for
resources at the back end such as database server — 10 Marks

 Define security groups with appropriate inbound rules — 10 Marks

* Ensure proper routes and corresponding Route tables entries specifying the traffic moving out of the
subnet — 10 Marks

¢ Make use of Network ACLs for controlling inbound and outbound traffic in the VPC — 10 Marks
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